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This article provides an assessment of the use of Internet of Things (IoT) technology in the control of electrical energy power systems and its cybersecurity risks.
Electrical energy systems are complex and critical infrastructures today, and effective management and control of these systems are of great importance. The use of loT
technology in electrical energy systems allows these systems to become more efficient, flexible, and intelligent. However, the use of this technology also brings various
cyber security risks. While this article examines the applications of IoT in power systems, it also focuses on how these systems can be protected against cybersecurity

vulnerabilities.

Introduction

Power systems are one of the infrastructures used to
meet the most basic needs of today’s modern societies. These
systems function in a wide range from energy production to
distribution and consumption. As shown in Figure 1 they are
effective in many stages of life. However, traditional energy
systems have changed over time. Production, distribution, and
consumption stages have become more complex. Technology
has a great role in this change. Especially the use of innovative
technologies such as the IoT is transforming power systems.
In addition to making energy production and consumption
smarter and more efficient, IoT also facilitates system
management and maintenance.

Use of loT in power systems

The use of IoT technology in power systems is seen in various
areas. For example, thanks to smart meters, it is possible to
monitor and analyze consumption data in real-time. This
allows energy companies to better understand consumption
patterns and manage resources more effectively. Additionally,
through IoT sensors and smart devices, the status of energy
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Figure 1: Areas where loT devices are commonly used.

systems can be constantly monitored and maintenance needs
can be detected in advance [1-3].

Cyber security risks

However, the widespread use of 10T in power systems also
brings cyber security risks. Because IoT devices often have
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limited resources and are constantly connected to the internet,
they can be vulnerable to malicious attackers. Cyber attacks
can cause disruption of energy systems, data manipulation,
or even physical damage. This can lead to substantial human,
economic and social consequences [4-7].

Cyber security strategies

Therefore,itisimportanttoeffectively protect power systems
against cyber security vulnerabilities and insecure connection
methods in the use of IoT. Security must be considered at every
level, starting from the design of IoT devices to the network
infrastructure. Precautions such as strong encryption, secure
software updates, and secure network configurations should be
taken. Additionally, a continuous security monitoring system
should be established for monitoring and rapid response to
cyber threats.

Manipulation of loT devices

Sometimes, systems developed to be beneficial may have
unintended adverse effects due to their increasing number and
impact. In history, there are many examples of discoveries
where the intended purpose was completely opposite to
the actual usage, resulting in numerous destructive effects
alongside the benefits they provided [8,9]. Naturally, it is
estimated that the number of IoT devices to be added to the
systems within “Electric Power Systems” will exceed 50 billion
by 2025 and surpass 100 billion after 2050. However, even if
these numbers are not currently considered significant, it is
foreseen that without preventive measures over time, they will
have a destructive impact.

For example, IoT devices in the real environment, whose
input and output frequency values are given in Figure 2 and
Figure 3, were designed in the virtual environment with their
equivalents and function features in MathLab and Simulink
libraries [10-12]. A total of 100 IoT devices using inverters were
implemented in the same energy distribution environment
[13]. After exposing 100 IoT current, voltage, and frequency
harmonics to a seized IoT device, the behavior of the system
was monitored. The observed situation appeared to indicate
exposure to physical sabotage or serious system errors. This
sampling, obtained from a narrow field and a single type
of inverter through the Simulink test environment, can be
anticipated to become even more complex with the diversity
and distribution encountered in real life [7].

Figure 2: Simulink design of loT devices using multiple inverters.

Figure 3: Harmonic effect applied to IoT devices using inverters.

Preventive measures

Preventive measures can be broadly examined under
three categories: General compliance policies to national
standards, managerial solutions, and technical solutions.
Recommendations for the more efficient and secure use of the
entire system have been provided through regulations to be
managed by authorities in each category [14,15].

General compliance policies are to ensure the production
and use of the systems to be added to IoT in accordance with
the standards set by widespread and valid organizations such
as the International Organization for Standardization (ISO),
Institute of Electrical and Electronics Engineers (IEEE), and
National Institute of Standards and Technology (NIST) [6].

Managerial solutions are to take risk and hazard preventive
work and integration measures for the products and systems
to be used and to produce new policies for newly emerging
situations [16].

Technical solutions are network-based controls, and third-
party solutions integrated with IoT devices. IoT device identity
and feature recognition, and anomaly detection in IoT devices

[71.

Therefore, it is important to securely integrate IoT and
implement cybersecurity strategies. In the future, the use
of IoT technology in power systems is expected to increase
further, which will make cyber security even more important
[17-20].

Conclusion

In this article, an evaluation has been conducted on the
widespread utilization of IoT technology in controlling power
systems, as well as an assessment of the cybersecurity risks
that may arise following its manipulation or compromise. The
use and number of IoT in power systems have a great potential
to increase day by day, but it also brings serious security
concerns. Therefore, it is important to securely integrate IoT
and implement cybersecurity strategies. In the future, the use
of IoT technology in power systems is expected to increase
further, which will make cyber security even more important.

Humanitarian approach: Even if we try to eliminate the
problems with all precautions and technical solutions, it will
not be more effective than predicting how much harm other
people will suffer from a small mistake they make.

[ ]
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