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Abstract

In this paper, we introduce an advanced mode of operation for block ciphers, named Dual Key Chaining Mode (DKC), aimed at bolstering cryptographic security for 
safeguarding sensitive information. Building upon the foundations laid by established modes while adhering to guidelines set by the National Institute of Standards and 
Technology (NIST), DKC innovates through a dual-key mechanism and the generation of highly unpredictable values. This novel approach markedly enhances security, 
particularly against chosen plaintext attacks, a common vulnerability in traditional modes. Through rigorous mathematical analysis, we demonstrate DKC’s superiority, 
proving its indistinguishability under chosen plaintext attacks (IND-CPA) and showing that an adversary cannot practically distinguish DKC-encrypted ciphertexts from 
those produced by a random permutation. Our security proof employs a structured approach, contrasting DKC with conventional modes to highlight its robust defense 
mechanisms and its capacity to mitigate error propagation, reduce chain dependency, and resist pattern recognition attacks. The DKC mode not only surpasses existing 
standards in cryptographic security but also offers signifi cant improvements in effi  ciency and security complexity, making it particularly suited for environments demanding 
stringent data protection. This study’s fi ndings underscore DKC’s potential as a leading candidate for securing communication channels, fi nancial transactions, and cloud 
storage services against an array of cryptographic attacks.
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Introduction

Block ciphers are scrutinized cryptographic primitives for 
secure encryption and decryption that ensures confi dentiality, 
authenticity, and authenticated encryption [1], where particular 
plaintext blocks are treated as a single block and always produce 
ciphertext blocks with the same size [2]. In the last few years, 
researchers conducted a lot of research on block cipher, and it 
is believed that building an effi cient and secure block cipher is 
now a big problem [3]. Currently, some block cipher algorithms 
developed like DES, 3DES, Blowfi sh, AES, RC4, RC5, and RC6 
[4-7]. In particular, each block cipher algorithm allowed 
to prove effi ciency and security against attacks like chosen 
plaintext attacks and chosen ciphertext attacks [8-11]. The 
more secure block cipher algorithm that has been incorporated 
into the current main worldwide standard for encryption is 
AES by NIST [12]. The size of AES is 128-bit block, and the key 

size of AES can be 128-bit, 196-bit, or 256-bit. The security of 
the block cipher is based on the four functions, permutation, 
substitution, arithmetic operation, and XOR operation when 
fi xed with the secret key. The size of the block of AES provides 
suffi cient security and effi ciency, particularly the key size of 
128-bit provides resistance to brute force attacks [13]. 

Block cipher algorithms are unenabled to encrypt plaintext 
with a size that is different from the defi ned size of one block as 
well. There are two ways to solve this issue one is the padding 
technique present in [14] and another way is operation modes. 
Block cipher operation modes may also provide security, and 
effi ciency, strengthen the effect of the encryption algorithm as 
well as convert block cipher into stream cipher. To meet this 
requirement NIST recommends fi ve modes of operation that 
apply to AES, these operation modes are Electronic Code Book 
(ECB), Cipher Block Chaining (CBC), Cipher Feedback (CFB), 
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Output Feedback (OFB), Counter mode (CTR) and standardized 
in 2001 [15]. Generally, the ECB mode encrypts the same 
plaintext into the same ciphertext under a given key, so in 
critical applications, ECB mode is practically undesirable that’s 
why it’s not widely used [16]. In CBC mode each block of plaintext 
depends on the outcome of the previous block (ciphertext) and 
the fi rst plaintext block requires an initialization vector (IV) 
that’s XORed with the fi rst block of plaintext. The IV must 
be unpredictable and need not be secret [17]. In CFB mode 
each input block of the encryption algorithm feeds successive 
ciphertext blocks of the previous block, the output XORed with 
the block of plaintext to produce the ciphertext block. So, error 
propagation can be occurred in CFB mode [18]. In OFB mode, 
the output of the encryption block is independently XORed 
with plaintext to produce ciphertext [19]. In CTR mode, each 
encryption block produces output independently from the set 
of input blocks called counter, XORed with the plaintext block 
provides ciphertext blocks. Each mode of operation has its own 
parameter that provides necessary security to the encryption 
algorithm. Currently, there are different types of attack on 
these operation modes have been developed [20,21]. So, these 
operations modes have their own security risk. 

The development and analysis of more secure and effi cient 
authenticated encryption modes have gained considerable 
attention. Research efforts have been directed toward creating 
algorithms that not only encrypt data but also authenticate 
it, thereby ensuring data integrity and confi dentiality 
simultaneously. Authenticated encryption modes like OCB 
(Offset Codebook Mode) and AEAD (Authenticated Encryption 
with Associated Data) have been highlighted for their capability to 
provide high security and performance, particularly in protocols 
where both encryption and authentication are paramount [22]. 
Moreover, the advent of lightweight cryptography has been 
instrumental in addressing the challenges posed by the Internet 
of Things (IoT) and other resource-constrained environments. 
The design of lightweight block cipher modes aims to achieve 
optimal security with minimal resource utilization, ensuring 
the widespread applicability of cryptographic solutions across 
various platforms [23]. Another signifi cant area of research has 
been the focus on enhancing resistance to side-channel attacks, 
which exploit physical implementations of cryptographic 
algorithms. Innovations in block cipher modes are increasingly 
incorporating countermeasures against such attacks, ensuring 
that security is maintained not only at the algorithmic level but 
also in practical implementations [24]. 

The integration of quantum-resistant cryptographic 
algorithms into block cipher modes represents a forward-
looking approach to cryptography, anticipating the potential 
impact of quantum computing on current cryptographic 
standards. This research area is crucial for future-proofi ng 
cryptographic protocols against the capabilities of quantum 
computers [25]. Lastly, the ongoing efforts by standardization 
bodies like NIST to evaluate and recommend block cipher 
modes of operation underscore the global commitment to 
securing digital information. These efforts aim to establish 
a set of standardized, secure, and effi cient cryptographic 
protocols that can be universally adopted [26].

Our research introduces a new block cipher mode of 
operation named DKC, designed to enhance the security 
measures of existing modes. DKC is predicated on generating 
highly unpredictable values, offering advanced cryptographic 
protection for sensitive information. Traditional block cipher 
modes rely on a singular key to encrypt sequential blocks of 
plaintext, whereas DKC utilizes a dual-key system to elevate 
the security and intricacy of encryption.

In practical application scenarios, the DKC offers enhanced 
security features that are particularly benefi cial in environments 
requiring stringent data protection. For instance, DKC can 
be applied in secure communication channels, such as those 
used for governmental or military communication, where the 
integrity and confi dentiality of the transmitted information 
are paramount. Additionally, DKC’s robustness against various 
cryptographic attacks makes it an ideal candidate for securing 
fi nancial transactions in the banking sector, ensuring the 
safety of sensitive customer data. Furthermore, its application 
in cloud storage services can provide an added layer of 
security, protecting users’ personal and corporate data from 
unauthorized access and breaches.

The forthcoming sections of this paper are structured as 
follows: Section 2 delves into the NIST-recommended operation 
modes of block ciphers; Section 3 elucidates our proposed DKC 
mode; Section 4 presents a detailed security analysis comparing 
DKC against these operation modes, particularly focusing on 
resistance to chosen plaintext attacks; and Section 5 concludes 
the paper with our fi ndings and implications of the study.

Block cipher mode of operation

In this section, we describe existing operation modes of 
block cipher that are recommended by NIST. Now fi rst we 
defi ne the parameter that’s used in these operation modes, 
particularly in CBC mode, CFB mode, OFB mode, and CTR mode.

P1: The 1st plaintext block to be encrypted.

Pi: The ith plaintext block to be encrypted, for i = 2 … n. 

C1: The 1st ciphertext block to be encrypted.

Ci: The ith ciphertext block to be encrypted, for i = 2 … n. 

O1: The 1st output after encryption of IV in OFB mode

Oi: The ith output after encryption of Oi-1 in OFB mode, for 
i = 2 … n. 

Oi-1: The output of previous block 

IV: Initialization Vector (a random number for CBC, CFB, 
and OFB).

K: key for encryption algorithm

ctr: The counter is an input of the encryption algorithm in 
CTR mode.

: Add XOR

The Cipher Block Chaining (CBC) Mode
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The CBC mode is a confi dential mode in which a chain 
appears between the successive encryption/decryption blocks. 
The CBC mode can be formulated as follows.

  (Encryp;  i1 t1 on)C E P IVk                 (1)

  for 2  i  n.1C E P Ci i ik                 (2)

IV(D ( )1 ec1 ryption)P D Ck                  (3)

 ( )  for 2  i  n.1P D C Ci i ik                 (4)

In the encryption process plaintext Pi XORed with ciphertext 
block of the previous block Ci-1, then encrypt under the block 
cipher encryption algorithm in the usual way. Every encryption 
algorithm depends on the previous block cipher. The fi rst 
plaintext P1 XORed to a random IV. The IV has the same size 
as a plaintext block. During the decrypting of a ciphertext 
block, every ciphertext block is decrypted under a key k, and 
the outcome is XORed with the previous block ciphertext Ci-1 
whereas in the fi rst decryption block the ciphertext decrypted 
under a key k the result XORed with the IV.

The Cipher Feedback (CFB) mode

The CFB mode is a confi dential mode that requires an 
initialization input IV and it must be unpredictable like CBC 
mode and need not be secret. The CFB mode can be formulated 
as follows.

 ( ) (Encryption1 )1C E IV Pk                (5)

 ( ) for 2  i 1  n.C E C Pi iik                 (6)

) (Decryp( ( )  1 1 tion)P D IV Ck                  (7)

( ( ) ) for2  i  n. 1P D C Ci iik                   (8)

The encryption process of CFB depends on the ciphertext of 
the previous block Ci-1 then it encrypts under a key k and XORed 
with Pi and produce ciphertext Ci but in the fi rst encryption 
block, IV encrypts under key k instead of Ci-1. Whereas in 
the decryption process, each block takes the ciphertext of 
the previous block Ci-1 decrypt under key k then XORed with 
ciphertext Ci and give Pi. Nonetheless, like the encryption 
process of the fi rst block, the decryption process also takes IV 
as input in the fi rst block.

The Output Feedback (OFB) mode

The OFB mode is a confi dential mode that is quite similar to 
the CFB mode and runs a block cipher as a stream cipher. The 
OFB mode can be formulated as follows.

  ; ( ) 1 1 1 1 (Encryption)O E IV C O Pk                 (9)

  ; for 2  i  n.( ) 1O E O C O Pi i i iik                 (10)

  ; ( ) 1 1 1 1 (Decryption)O E IV P O Ck                (11)

  ; for 2  i  n.( ) 1O E O P O Ci i i iik                 (12)

The encryption process of each plaintext block takes Oi-1 as 
input and encrypt under key k give output Oi and then XORed 
with plaintext Pi produce ciphertext Ci, but the fi rst encryption 
block takes IV as input instead of Oi-1. Whereas the decryption 
process takes Oi-1 as input (like encryption process) and encrypt 
under a key k then XORed with ciphertext Ci to produce plaintext 
Pi, On the other hand, the fi rst block takes IV as input instead of 
Oi-1 like the encryption process.

The Counter (CTR) Mode

The CTR mode is a confi dential mode that uses a block 
cipher as its stream generator, whose input is a counter value. 
The value of the counter changes every time a new key stream 
is generated and the counters for a given message are divided 
into chunks of counters. The CTR mode can be formulated as 
follows.

 (Encryptio( ) ) nC E ctr Pi i ik                (13)

 (Decryptio) n)(P E ctr Ci i ik                (14)

The value of the counters is independent of the previous 
block output. In CTR encryption each encryption block is invoked 
on each counter the resulting is XORed with the corresponding 
block of plaintext Pi to produce a block of ciphertext Ci. In CTR 
decryption each encryption block is invoked on each counter 
and the outcome is XORed with the corresponding ciphertext Ci 
to produce plaintext Pi.

Dual key chaining mode

In this section, we describe how our proposed DKC 
structures encrypt the plaintext blocks as well as decrypt 
ciphertext blocks. First, we will defi ne those functions and 
parameters invoked by the DKC mode. The defi nitions of Pi, Ci 
and IV are the same as defi ned in section 2. New parameters for 
DKC mode are defi ned below.

k1: The block cipher encryption key, the same role as key K 
defi ned in section 2.

k2: It is used to encrypt IV to get unpredictable output, same 
length as IV.

O1: The unpredictable output from encryption of IV under k2

The DKC mode overcomes the parallelization of ECB mode 
and CTR mode as well as overcomes the chaining dependency 
of CBC, CFB, and OFB mode. The DKC mode takes advantage of 
these fi ve operation modes that are recommended by NIST and 
overcomes the defi ciency of these operation modes. The DKC 
mode improves effi ciency and provides chaining dependency as 
well as high security. The DKC mode divided block of plaintext 

into the sequence of plaintext blocks: { , ,  , , }n1 2 3P P P P Pi   , 
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the length of each block of plaintext Pi is equal to the length 

of the encryption algorithm. The length of Pi  depend on 
the encryption algorithm, if the encryption algorithm is DES 
then the size of each block is 64-bit and if the encryption 
algorithm is AES then the size of each block is 128-bit [27], 
respectively. The DKC provides partial parallelization as well 
as chaining encryption because each encryption block takes 
output directly from the previous block before encryption. So, 
error propagation cannot occur. 

On the other hand, existing operation modes like CBC, CFB, 
and OFB mode provide chaining encryption but they have some 
drawbacks and security defi ciencies [28,29]. In these modes 
of operation, each block depends on the output/ciphertext of 
the previous block. The error propagation can occur in these 
modes. Moreover, the CTR mode has parallel encryption but 
bit-fl ipping attacks are easy and reusing of key as well as 
nonce/counter is dangerous [28-30]. 

In the DKC encryption process, each encryption block 
partially depends on the previous encryption block Oi-1 then 
XORed with the plaintext Pi give output Oi and encryption block 
encrypt Pi under the key k1 and outcome XORed with the output 
O1 produce ciphertext Ci. Whereas the fi rst encryption block 
takes the output O1 instead of output Oi-1. The output O1 is the 
highly unpredictable value produced by the encryption of k2 
and IV. The DKC encryption can be formulated as follows.

 1 2
O E IVk                    (15)

 for 2 n1  i  1 i  O O P                  (16)

 1 1 1 11
C E O P Ok                  (17)

  for 2  i1i i 1 i1
  nC E O P Ok                (18)

The encryption process of DKC mode is shown in Figure 1. 
The general rule is that Oi-1, k1 and Pi are input to the encryption 
algorithm that’s XORed with O1 to produce C1.

Figure 1 illustrates the encryption process of the DKC. The 
components and fl ow are represented as follows:

IV (Initialization Vector): This is a random or pseudorandom 
value that is used only once per encryption session. It ensures 
that the encryption of the same plaintext results in different 
ciphertexts each time.

Block cipher encryption with k2: The IV is encrypted using 
the second key k2, to generate O1, an unpredictable value. This 
step is crucial for achieving cryptographic security, as O1 is used 
to ensure that each block of plaintext encrypts to a different 
ciphertext block, even if the same plaintext block is encrypted 
multiple times throughout the encryption process.

Plaintext blocks ( , , , ,1 2 3 ) nP P P P : These are the 

sequential plaintext blocks that need to be encrypted. Each 

block is of a fi xed size determined by the block cipher’s design 
(e.g., 128 bits for AES).

XOR operation: Each plaintext block Pi is XORed with the 
output from the previous encryption step. For the fi rst plaintext 
block P1, the XOR operation is performed with O1.

Block cipher encryption with k2: After the XOR operation, 
the resulting value is then encrypted using the fi rst key, k1. This 
encryption step generates an intermediate value, which is then 
XORed with O1 to produce the fi nal ciphertext block Ci.

Ciphertext blocks ( , , , ,1 2 3 ) nC C C C : These are the 

resulting blocks of encrypted data. Each ciphertext block Ci is 
produced by the XOR operation between O1 and the encrypted 
intermediate value from the previous step.

Chaining dependency: The output of each encryption 
block (Oi-1) is used as an input for the encryption of the next 
block (Oi). This creates a dependency chain that ensures the 
ciphertext is infl uenced by the previous ciphertext blocks, 
enhancing security.

This DKC mode encryption diagram shows that the 
encryption process for each block partially depends on the 
output of the previous block, which is a design intended to 
mitigate error propagation while still providing the security 
benefi ts of chaining. The dual-key approach (using both k1 and 
k2) and the use of the unpredictable O1 generated from the IV 
increase the encryption complexity and security level of the 
system, making it resistant to certain types of cryptographic 
attacks like chosen plaintext attacks.

In the DKC decryption process, each encryption block 
depends on the output O1 then XORed with the ciphertext Ci and 
the outcome value is encrypted under the key k1 give output 
Oi and then output Oi XORed with previous block output Oi-1 
produce plaintext Pi. The DKC decryption is defi ned as follows:

 1 2
O D IVk                (19)

)  f( 1 1i or 2  i  n
1

O D O Ck                (20)

Figure 1: DKC Encryption.
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 1 1 1 11
P D O C Ok                 (21)

 1i i i 1  for i  2  n.
1

P D O C Ok                  (22)

Figure 2 depicts the decryption process for the DKC, which 
is essentially the reverse of the encryption process. Here’s a 
condensed version of the DKC decryption process:

Reversing initialization: The IV is decrypted with k1 to 
produce O1, the initial output which was used during the 
encryption phase.

Sequential decryption: For each ciphertext block C1, XOR it 
with O1 and then decrypt with k1 to produce an intermediate 
output Oi. To obtain the original plaintext Pi, XOR Oi with the 
intermediate output from the previous block Oi-1. For the fi rst 
block, O1 is used instead o Oi-1.

Chaining effect: The decryption of each block is dependent 
on the successful decryption of the previous block, mirroring 
the encryption chaining mechanism.

Figure 2 shows how DKC mode maintains the inter-block 
dependencies during decryption, ensuring that the original 
plaintext is reconstructed correctly from the ciphertext blocks.

Security analysis

The mode of operations for block cipher described above 
in section 2, including the CBC, CFB, OFB, and CTR, have their 
own security risk because the security level of these operation 
modes does not effectively improve. So, this section analyses 
the security of these existing block cipher modes of operation 
as well as our proposed DKC mode when each of them faces the 
chosen plaintext attacks.

The CBC mode security

The CBC mode is vulnerable to chosen plaintext attacks 
if intruders predict IV, then encryption cannot be resistant 
to chosen plaintext attacks. Whereas the intruder inputs 

large plaintext { , ,  , , }n1 2 3P P P P Pi    to block cipher 

encryption algorithm to acquire the corresponding ciphertext 

{ , ,  , , }n1 2 3C C C C Ci   , after that intruder obtained IV, 

Pi, Ci and Ci-1 , in such a way intruders with the help of these 
components analyse the key K of the block cipher encryption 
algorithm.

The CFB mode security

In the CFB mode, Oi is only derived from IV/Ci-1 and key K of 
the encryption algorithm. If the intruder successfully predicts 

the IV then they input a large plaintext { , ,  , , }n1 2 3P P P P Pi    to 

block cipher encryption algorithm to obtain the corresponding 

ciphertext { , ,  , , }n1 2 3C C C C Ci   . Nonetheless, when 

intruders acquire Ci-1 and Oi then they can surely analyse the key 
k of the encryption algorithm. So, the CFB mode is vulnerable 
to chosen plaintext attacks.

The OFB mode security

The OFB mode is also vulnerable to chosen plaintext 
attacks. If intruders predict IV, then they can get the advantage 
of inputting an IV into the encryption algorithm to acquire 

O1 and corresponding { ,  , , }n2 3O O O Oi   (the output Oi 

only be acquired by output Oi-1 where 1 ≤ i ≤ n and key k, then 

the intruder inputs a long plaintext { , ,  , , }n1 2 3iP P P P P   

that’s XORed with the corresponding Oi and obtain ciphertext 

{ , ,  , , }n1 2 3iC C C C C  . Now intruders know the Oi and 

corresponding Oi-1, so they can analyse the key k of the 
encryption algorithm. So, OFB mode is vulnerable to chosen 
plaintext attacks.

The CTR mode security

In CTR mode, the output value Oi only determined by 
incremental integer ctr and fi xed key k. If the intruder has 
an advantage on ctr, then they can obtain the set of output 

{ , ,  , , }n1 2 3O O O O Oi    from ,Ek ctr . On the other hand, 

intruders input the large plaintext { { , ,  , , }n1 1 2 3iP P P P P P    

that’s XORed with Oi and produce the corresponding ciphertext 

{ , ,  , , }n1 2 3iC C C C C  . In this way when intruders obtain Oi 

corresponding to ctr they can analyse the key k.

The DKC mode security

The security goal for DKC is achieving indistinguishability 
under chosen plaintext attacks (IND-CPA), implying an 
adversary cannot practically distinguish ciphertexts produced 
by DKC from those produced by a random permutation.

Let us consider two games:

- Game 0 (real game): An adversary interacts with a real 
encryption oracle of DKC, where for a chosen plaintext 
P, the oracle returns a ciphertext C from encrypting P 
using DKC mode.Figure 2: DKC Decryption. 
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- Game 1 (random game): The adversary interacts with 
a simulated oracle returning a random string C  of 
identical length to the encryption of P, regardless of P.

An adversary A selects plaintexts , ,  , , n1 2 3P P P P  and 

queries the oracle to receive corresponding ciphertexts. The 
advantage of A in distinguishing between the two games is:

|  [    0]  [   1 ] |Adv Pr A wins Game Pr A wins GameA  

For DKC mode,encrypting a plaintext block Pi under 

keys k1 and k2 is defi ned as: (  1i 1 i1
C E O P Oi k  

where (IV) 1 1
O Ek and Oi is the output for block i, determined 

by the encryption process. The decryption is the inverse: 

( )1i i 11
P D C O Oi k   

Assuming an adversary A has a non-negligible advantage  
in distinguishing Game 0 from Game 1 implies A can distinguish 
DKC’s encryption from a random permutation, contradicting 
DKC’s IND-CPA security defi nition. Given DKC’s structure, 
where k1 and k2 layer security and O1 is unpredictable due to 
its derivation from Ek1(IV), it argues that without knowledge 
of k1, k2, or IV, distinguishing Ci from random output is 
computationally infeasible. Thus, if AdvA is non-negligible, it 
contradicts the assumption that DKC is secure under the IND-
CPA model, implying no such adversary A exists, and thereby 
DKC mode is secure against chosen plaintext attacks under the 
IND-CPA model.

The DKC presents signifi cant security improvements over 
traditional block cipher modes like ECB, CBC, CFB, OFB, and 
CTR. Unlike ECB, which suffers from pattern recognition 
vulnerabilities due to identical plaintext blocks producing 
identical ciphertext blocks, DKC’s dual-key mechanism and 
generation of unpredictable values ensure that similar patterns 
are not discernible in the ciphertext. This enhances its resistance 
to pattern analysis and chosen plaintext attacks. In contrast to 
CBC and CFB, which are susceptible to error propagation and 
chosen plaintext attacks due to their chaining dependencies, 
DKC minimizes these risks with its unique encryption process 
that avoids direct dependency on previous blocks. Furthermore, 
OFB’s vulnerability to IV reuse attacks is mitigated in DKC 
through its sophisticated IV encryption process, providing a 
robust defense mechanism against such exploits. Additionally, 
unlike CTR, which depends on the uniqueness of counters, 
DKC’s approach avoids potential vulnerabilities associated 
with counter-reuse, offering enhanced security. Overall, DKC’s 
advanced design principles, including the dual key strategy and 
unpredictable value generation, position it as a superior mode 
of operation, providing stronger security guarantees against a 
wider range of cryptographic attacks compared to traditional 
modes.

Discussion

Our research presents the DKC mode as an innovative block 
cipher operation mode. We assess DKC against conventional 

modes across various criteria detailed in Table 1. These criteria 
span the type of encryption algorithm used, error propagation 
potential, dependency on previous encryption blocks (chain 
dependency), confi dentiality assurance, support for parallel 
processing (parallelism), adaptability to plaintext of varying 
sizes, resilience to chosen plaintext attacks (indicating security 
level), and the rate at which the process can be executed 
(processing speed).

The DKC mode integrates a dual-key system to bolster 
security and reduce error propagation, a common issue in 
modes that rely heavily on the outcome of preceding blocks. 
While it maintains chain dependency, this does not impede 
parallel processing as much as in some other modes, striking 
a balance between security and effi ciency. DKC’s handling 
of variable-sized plaintext and its defense against chosen 
plaintext attacks demonstrate its robustness and adaptability, 
potentially rendering it a superior option for secure 
cryptographic applications.

The DKC mode is a block cipher encryption method like AES 
or DES, designed for fi xed-size input to generate ciphertext. 
DKC stands out because it can handle variable-sized plaintext; 
if a plaintext block exceeds the fi xed size, DKC simply moves 
the overfl ow to the next block. One of the key features of DKC 
is that while it incorporates a chaining mechanism, it does not 
solely rely on the previous block’s encryption, thus preventing 
error propagation—a common issue in traditional chaining 
modes.

Unlike other modes, which often create a linear chain 
where each block’s encryption depends on the previous one, 
DKC allows for a form of partial parallelism. This characteristic 
improves the processing speed, making it faster than most 
other modes, though not as fast as CTR mode, which encrypts 
plaintext blocks in parallel.

In terms of security, especially regarding chosen plaintext 
attacks, DKC offers enhanced protection. While existing modes 
like CTR are susceptible to such attacks, DKC’s design, which 
involves encrypting each plaintext block with an unpredictable 
value, provides a strong defense, making it secure against 
chosen plaintext attacks. 

Table 1 offers a comparative evaluation of various block 
cipher operation modes, including the novel DKC mode, across 
several cryptographic parameters.

Table 1: Evaluation of DKC mode with existing modes of operation.

Evaluation Criteria CBC CFB OFB CTR DKC

Encryption Algorithm Any Any Any Any Any

Chain Dependency Yes Yes Yes No Yes

Error Propagation Yes Yes Yes No No

Confi dentiality Yes Yes Yes Yes Yes

Parallelism No No No Yes No

CPA Security No No No Partially Yes

Plaintext Size Any Any Any Any Any

Processing Speed Low Low Low High Medium
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Encryption algorithm: This criterion signifi es compatibility 
with any encryption algorithm. All modes, including DKC, 
show versatility by supporting various encryption algorithms 
without restrictions.

Chain dependency: Chain dependency refers to the reliance 
of a block’s encryption on the previous block’s output. DKC, 
CBC, CFB, and OFB modes demonstrate a ‘Yes’ for chain 
dependency, indicating a sequential encryption process where 
the encryption of each block depends on the preceding one. 
CTR mode, however, is independent, as indicated by a ‘No,’ 
allowing for each block to be processed in isolation.

Error propagation: DKC and CTR modes excel by preventing 
error propagation (‘No’), meaning that an error in one 
ciphertext block does not affect subsequent blocks, thereby 
localizing any potential issues. In contrast, CBC, CFB, and 
OFB modes are susceptible to error propagation (‘Yes’), where 
a single block error can affect the decryption of subsequent 
blocks.

Confi dentiality: All modes provide confi dentiality 
(‘Yes’), ensuring that encrypted data remains inaccessible to 
unauthorized entities.

Parallelism: Only the CTR mode supports parallel 
processing (‘Yes’), enabling faster encryption and decryption 
by processing multiple blocks simultaneously. DKC, alongside 
CBC, CFB, and OFB, does not support this feature (‘No’), 
implying a sequential processing of blocks.

CPA security: CPA security assesses the mode’s resilience 
against chosen plaintext attacks. DKC asserts full security 
(‘Yes’), purporting robustness against such attacks. The CTR 
mode is ‘Partially’ secure, implying some susceptibility, 
whereas CBC, CFB, and OFB modes are deemed insecure (‘No’) 
against CPA.

Plaintext size: The table indicates all modes, including 
DKC, can manage plaintext of any size (‘Any’). This typically 
involves padding the plaintext to fi t the block cipher’s block 
size requirements.

Processing speed: Figure 3 shows a comparison of 
encryption times for various modes against the proposed DKC 
mode over increasing block sizes. DKC’s performance is in line 
with conventional modes, displaying only a marginal increase 
in encryption time despite its enhanced security features. This 
suggests that DKC provides a signifi cant security advantage, 
particularly against chosen plaintext attacks, without 
sacrifi cing effi ciency. Its dual-key mechanism is designed to 
mitigate vulnerabilities inherent in single-key modes, making 
it a compelling choice for applications where security is 
paramount.

In essence, the DKC mode offers a trade-off between the 
highly parallelizable yet partially CPA-vulnerable CTR mode 
and the more traditional, sequentially dependent modes (CBC, 
CFB, OFB) that are prone to error propagation. DKC’s ‘Medium’ 
speed is justifi ed by its signifi cant security benefi ts, particularly 
in preventing error propagation and ensuring CPA security.

Conclusion

This study introduces the DKC, a novel block cipher mode of 
operation designed to address the security limitations of existing 
modes while integrating the advantages of both chaining and 
parallelization techniques recommended by NIST. Through our 
comprehensive analysis, DKC has demonstrated its superior 
capability to withstand chosen plaintext attacks, thereby 
offering a robust cryptographic solution for securing sensitive 
information across various applications. In comparison with 
traditional modes, DKC’s unique dual key mechanism and the 
generation of unpredictable values signifi cantly elevate its 
security posture. This innovative approach ensures that DKC is 
not only resistant to common vulnerabilities but also excels in 
maintaining the confi dentiality and integrity of data without 
compromising on effi ciency.

The practical implications of DKC are profound. By effectively 
mitigating risks such as error propagation, chain dependency, 
and susceptibility to pattern recognition and chosen plaintext 
attacks, DKC presents a compelling case for adoption in high-
security environments. Whether for securing communication 
channels, fi nancial transactions, or cloud storage services, DKC 
offers a versatile and reliable solution that stands out in the 
face of evolving cryptographic challenges. Our fi ndings affi rm 
the potential of DKC as a leading cryptographic standard for 
future implementation. As the digital landscape continues to 
grow in complexity, the importance of innovative and secure 
encryption modes like DKC cannot be overstated. We encourage 
further research and application of DKC to explore its full 
capabilities and integration into global security frameworks. 
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